Mpasuna 6e3onacHoz2o nosedeHus e cemu MHMepHem

Mamamka no 6ezonacHocmu 8 UHMepHeme

C KaX4,bIM ro0M MONOLENKM B UHTEPHETE CTAHOBUTLCA HO/bLUE, @ LUKOJIbHUKM OAHMU U3 CaMbliX aKTUBHbIX
nono3oBatenei PyHeTa. Mexay TeM, TOMMMO OrPOMHOIO KONMYECTBA BO3MOXKHOCTEN, MHTEPHET HeceT U
npo6iembl. ITa NaMATKa A0/IXKHA NOMOYb Tebe 6e30MacHO HAX0ANUTbLCA B CETMU.

KomneromepHsie supycoi

KomnbloTepHbI BUPYC — 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX MPOrPamm, OTAUYUTENbHON 0COBEHHOCTbIO
KOTOpPOM ABASETCA CNOCOBHOCTb K Pa3MHOXEHUI0. B 4oNoIHeHMe K 3TOMY, BUPYCbl MOTYT NOBPEANTb UAWN NONHOCTbIO
YHUUTOXKUTb BCE Gait/ibl M AaHHbIE, MOAKOHTPO/IbHbIE MO/Ib30BaTEN0, OT MMEHU KOTOPOro 6bina 3anyLieHa
3apaEHHasA NPOrpaMmma, a Tak»Ke NoBPeanTb UAUN AaXKe YHUUTOXUTb OMepaLmoHHYO CUCTEMY CO BceMu daiiamm B
uenom. B 60/bLIMHCTBE C/ly4aeB PacnpoCTPaHAIOTCA BUPYCbl Yepes MHTEpPHET.

Memodbl 3auwjumsl om epedoHOCHbIX MPO2PAMM:

Mcnonb3yii coBpemMeHHble OnepaumoHHbIE CUCTEMBI, UMEIOLLIME CEPbE3HBIN YPOBEHb 3aLLMTbl OT BPEAOHOCHbIX
nporpamm;

MocToAHHO ycTaHaBAMBal nayT (LMdpPoBbIe 3aMNaTKM, KOTOPblE aBTOMATUYECKU YCTAHAB/IMBAKOTCA C LLe/Ibio
A0pabTKM Nporpammbl) 1 gpyrrue obHOBAEHMA CBOEM onepaLMoHHON cuctembl. CKaumBai UX TONIbKO C
odunumanbHoro cata paspabotumka OC. Ecam cylecTByeT pexxnum aBToMaTU4eckoro 06HOBNEHMSA, BKOYM €ro;

PaboTali Ha cBoem KOMMNbIOTEPE NOA NpaBamu NOJSIb30BaTENA, @ HE aJMUHNUCTPATOPA. OTO He NO3BOAUT
6OI'IbUJVIHCTBy BPEOOHOCHbIX NPOrpaMmm UHCTANIMPOBaATbLCA Ha TBOEM NEPCOHA/IbHOM KOMMbIKOTEPE,;

Ncnonb3yi aHTUBUPYCHbIE NPOrPaMMHble NPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C aBTOMATUUYECKUM
obHoBNeHMeM ba3;

OrpaHunyb PU3NYECKMIA AOCTYN K KOMMbOTEPY A8 NOCTOPOHHMX NL;

Mcnonb3yii BHEWHME HOCUTENN MHDOPMALLMM, TaKME KaK diellka, ANCK nam Gainn u3 MHTepHeTa, TONbKO U3
NpodepeHHbIX UCTOUYHUKOB;

He oTKpblBai KOMNblOTEPHbIE (aitibl, NONYYEHHbIE N3 HEHAAEKHbIX MCTOYHUKOB. [aKe Te dalinbl, KoTopble
npucnan TBo 3HaKOMbIN. Jlyylle YTOYHM Yy HEro, OTNPaBAAA N OH Tebe ux.

Cemu WI-FI

Wi-Fi - 3To He BMA, Nepenaym gaHHbIX, He TEXHOIOTUSA, a BCero Mwb 6peHa, mapka. Ewe B 1991 roay
HUAEepNaHACKaa KoMNaHua 3apernctpuposana 6peHg « WECA», yto o6o3Hayano cnosocovetaHme «Wireless
Fidelity», KoTopbIi nepeBoANTCA Kak «becnpoBogHas TOYHOCTbY. [JO Halero BpemMmeHu goLwsia apyras
abbpeBunaTypa, KOTOpaA ABNAAETCA TAKOW XKe TexHosormen. 3t1o abbpesunaTtypa «Wi-Fi». Takoe HazBaHWe 6b110 faHO C
HaMEKOM Ha CTaHZapT BbICLLMI 3BYKOBOW TeXHWUKM Hi-Fi, 4To B nepeBose 03Ha4YaeT «BbICOKAnA TOYHOCTbY.



[a, 6ecnnaTtHblii UHTEPHET-A0CTYN B Kade, OTeNAX M asponopTax ABAAETCA OTANUYHON BO3SMOMKHOCTbIO BbIXOA4a B
MHTepHET. Ho MHOrMe 3KCnepTbl CUUTALOT, UTO 0bueaocTynHble Wi-Fi ceTu He aBastoTca 6e3onacHbIMM.

Coeemobl no 6e3onacHocmu pabome e obwjedocmynHoix cemsax Wi-fi:

He nepepaBaii cBoto IMYHYO MHGOpMaUMio Yepes obweaoctynHblie Wi-Fi ceTn. PaboTan B HUX, KenaTesibHO He
BBOAMTb NAPOAU AOCTYNA, IOTUHbI U KaKMe-TO HoMepa;

Ncnonb3yit U 06HOBAAN aHTUBMPYCHbIE Nporpammbl U BpaHamayep. Tem cambim Tbl 06e3onaculb cebs ot
3aKayKM BMpYyCa Ha TBOE YCTPOMCTBO;

Mpun ncnonbzosaHnm Wi-Fi oTkAoum dyHKumnto «06wmii goctyn K pamnam n npuHTepamy». JaHHaa GyHKUMA
3aKpbITa NO YMONYAHMIO, O4HAKO HEKOTOPbIE NO/Ib30BATENN AaKTUBUPYIOT €€ AnA yaobcTBa Mcnonb3oBaHMA B paboTe
nUnun yyebe;

He ncnonb3yi nybnnuHbiin WI-FlI ans nepegaym MYHbIX AaHHbIX, HANpUMep A1 BbIXOAa B COLMAbHbIE CETU WU
B 3/IEKTPOHHYIO NOYTY;

MNnonb3yi TONbKO 3alimlleHHoe coeanHeHmne yepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBoAU
nmeHHo «https://»;

B MobunbHOM TesiedpoHe oTKAtoUM dyHKUMIo «[loaknodeHmne K Wi-Fi aBTomaTtueckn». He gonyckai
aBTOMAaTUYECKOro NOAK/OYEeHNA yCcTpoicTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoyuanbHble cemu

CoupanbHble CETU aKTMBHO BXOAAT B HaLLY }KM3Hb, MHOTME /0N pPaboTaloT M 3KUBYT TamM NOCTOAHHO, a B
Facebook yxe 3aperMctpupoBaH MUAINAPL YENOBEK, YTO ABNAETCA O4HOM CeAbMOM BCEX KUTENEN NAaHETLI.
MHorve nonb3oBaTeNM He MOHUMALOT, YTO MHGOPMALLMA, PA3MELLEHHAA UMW B COLMAbHbIX CETAX, MOXKET BbITb
HallaeHa M MCNo/b30BaHa KeM Yro4HO, B TOM YMc/e He 0653aTesIbHO ¢ 61arMmmn HamepeHUaMM.

OcHoeHble cosembl 1o 6e3onacHOCMuU e CoyUasbHbIX CemsXx:
OrpaHuYb CNMCOK apy3eit. Y Tebsa B Apy3bAX HE AONKHO BbITb CIYYalHbIX M HE3HAKOMbIX /ll04eN;

3awmLLaii CBOO YACTHYHO U3Hb. He yKasbiBai naposiv, TenedoHsbl, agpeca, AaTy TBOETO POXKAEHUA U APYTYIO
JINYHYIO MHPOPMALMIO. 3N10YMBILLNEHHUKN MOTYT MCMOAb30BaTb Aarke MHGOPMALMIO O TOM, KaK Tbl M TBOM POSUTENN
NnAaHUpyeTe NPOBECTU KaHUKYbI;

3awumLLait CBOK penyTaumio - AepPXKN ee B YMCTOTe M 3a4aBait cebe Bonpoc: xoTen 6bl Tbl, YTOBbI Apyrue
no/ib30BaTeNn BUAENU, UTO Tbl 3arpyKaewb? MNogymai, npexKae 4yem 4To-To onybAMKOBaTb, HANUCaTb U 3arpy3unThb;

Ecan Tbi ropopunuib C 1t04bMH, KOTOPbIX HE 3HaAelWlb, HE MCI']OI'Ib3y1‘;1 CBO€ peasibHOE MMA U OPYTYHO IMYHYIO
VIHd)OpN\aLI,VIVI: MMA, MeCTO XXUTEIbCTBa, MeCTO y‘-le6b| n npoyee,

M3berait pasmelleHna potorpaduii B UIHTepHETE, rae Tbl U306paXKeH Ha MECTHOCTM, NO KOTOPOI MOKHO
onpeaenvTb TBOE MECTOMOJIOKEHWNE;



Mpu pernctpaumnm B coLManbHOM ceT HeobxoAMMO MCNO/b30BaTh C/I0XKHbIE NAapPOo/n, COCTOALLME U3 BYKB U LuMbdp
M C KONIMYECTBOM 3HAKOB He MeHee §;

[ns coumanbHOM CeTH, NOYTbI U APYrMX CAaMTOB HEOBXOAMMO MCMO/Ib30BaTb pPa3Hble Napoan. Torga ecnm Tebs
B3/IOMalOT, TO 3/10YMbILUJEHHUKW NOAyYaT AOCTYN TOJIbKO K 0AHOMY MECTY, a He BO BCe cpasy.

3nekmpoHHbie deHbau

3ﬂeKTpOHHbIE AEeHbIN — 3TO OYEHb y,ﬂ,OGHbIﬁ cnocob nnaTe>+<e17|, OAHAKO CyWwecCTBYHOT MOLWWEHHUKHN, KOTOpPbIE
XOTAT NONYYUTb 3TU OEHDbIU.

3}'IEKTpOHHbIe AeHbrn noABNANCL coBCeM HeAAaBHO N MMEHHO MU3-3a 3TOMO BO MHOTUX FOCyAapCcTBax 4O CUX NOP He
NpPonMcaHo NPo HMUX B 3aKOHax. B Poccuu ke oHU GYHKLMOHUPYIOT M O HUX YXKe NPONMCaHO B 3aKoHe, rae ux
pa3fenatoT Ha HECKONbKO BUA0B — aHOHUMHbIE U HEe aHOHMMHbIe. Pa3HuLUa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbIX pa3pellaeTcs NPoBoAUTb onepauumn 6es3 naeHTUdUKaLmMm Noib3oBaTeNa, a B HEaHOHMMHbIX
naeHTUPMKaUUM NoJsib3oBaTeNA ABAsSEeTCA 06A3aTeIbHOMN.

TaKyKe cnefyeT pasnMuaTth 3NEKTPOHHbIe GUaTHbIE AeHbrM (PaBHbI FOCYAaPCTBEHHbLIM BasloTaM) U 3/1EKTPOHHbIE
HedMaTHble AeHbIM (He paBHbl FOCYAapPCTBEHHbIM BalOTam).

OcHoeHble coeembl no bezonacHolii pa6ome C 3/IEKMPOHHbIMU deHb2amu:

MpuBAXKKN K cHeTy MOBUNbHbBIN TenedoH. ITO cambiii YA0OHbIN 1 BbICTPbIM CNOCO6 BOCCTAHOBUTL AOCTYM K CYETY.
MpunBA3aHHbIN TenedoH NOMOXKET, ecnun 3abyaellb CBOM NAATEXHbIM Napoab UK 3aliellb Ha CalT C HE3HAKOMOTo
YCTPOWCTBA;

Mcnonb3yii ogHopasoBble Napoau. MNocne nepexoaa Ha yCUEHHY0 aBTopu3aLmio Tebe yke He ByaeT yrpoxKaTtb
OMacHOCTb KPaku UM NepexsaTta naaTeXxHoro Napons;

Bbibepu cnoxHbI Naposb. MpectynHMKam ByaeT He NPOCTO yragaTth C0XKHbLIM Naposb. HagexHble napoam — 310
MapoJin, KOTopble coaep:KaT He MmeHee 8 3HAKOB M BK/IOYAIOT B cebf CTPOUHbIE U NPONUCHbIE BYKBbI, UndpbI 1
HECKO/IbKO CMMBOJIOB, TakKMe KaK 3HaK 4o//1apa, GyHTa, BOCKAMLATE/IbHbIN 3HAK U T.N. Hanpumep, StROng!;;

He BBOAM CBOW INYHbIE AAHHbIE HA cauTax, KOTOpPbIM HE AoBepAellb.

dneKmpoHHaa noyma

INeKTPOHHaA NoyTa — 3TO TEXHO/IOTUA U NPEAO0CTaBAAEMbIE €10 YCYrU MO NepPeChIIKE U NONYYEHUIO
3/IEKTPOHHbIX COOBLLEHWNI, KOTOPbIE PacnpPeaenstoTca B KOMMbIOTEPHOM ceTh. OBbIYHO 3/1EKTPOHHbIN NOYTOBbI
AWMK BbITIAUT CAeAyIoWMM 06pa3om: MMA_MO0/b30BaATENA@MMA_LOMeHa. TaKKe Kpome nepesayn npocToro
TEKCTa, UMeeTCs BO3MOXKHOCTb NepesaBaTtb Gpaisbl.

OcHogHble cosembl o be3onacHoli pabome c aneKmMpoHHoii noumoii:

Hago BblbpaTb NpaBUIbHbIN NOYTOBLIN CEPBUC. B MHTEpHETE ecTb OrPOMHbIN BbIGOP BecnaaTHbIX MOYTOBbIX
CEepBMCOB, O4HAKO /lyylle A0BEPATb TEM, KOO 3Haellb U KTO NepBblil B PENTUHTE;



He yKa3blBai B IMYHOM NOYTE NNYHYIO MHbOpMaLMio. Hanpumep, Ayylle BbIOpaTbh «My3blKaabHbIA_dpaHaT@» nnum
«pok2013» BmecTo «Temal3y;

Mcnonb3yit A4BYX3TanHyo aBTOPU3aLMIo. ITO KOraa NOMUMO Napoaa HYXHO BBOAUTb KO, NMpUCblaaemblii no SMS;

Bbibepu CnoHbIN Napob. A KaxKaoro NoYToBOro ALMKA A0KEH ObITb CBOM HaAeKHbIN, YCTONYMBDIN K
B3/10MY Maposib;

Ecin ecTb BO3MOMKHOCTb HAaNMcaTb CAMOMY CBOM JIMUYHbIMA BONPOC, UCMNOJIb3Yi 3Ty BO3MOKHOCTb;

Mcnonb3yii HECKO/IbKO NMOYTOBbIX AWMKOB. MepBblit AN YaCTHOW NEepPenmcKku ¢ agpecaTamm, KOTOPbIM Tbl
AoBepsiewb. ITO 3/IeKTPOHHbIN aApec He Hago MCMNONb30BaTb NPU PErMcTPaLumn Ha Gopymax 1 canTax;

He oTKkpbiBai dpaiinbl M Apyrue BAOKEHMA B MUCbMaX aXKe eC/IM OHM NPULLAM OT TBOMX ApYy3eit. Jlyylle yTouHu y
HUMX, OTNPABAAAN NN OHU Tebe 3TN palinbl;

Mocne oKoHYaHUA paboTbl Ha MOYTOBOM CEpPBUCE Nepes 3aKpbITUeM BKAaAKM C CAUTOM He 3abyab HaXKaTb Ha
«BbINTU».

KubepbynnuHe unu eupmyanvHoe uzdeeamenbcmeo

KnbepbynnmHr — npecnenoBaHne cOOOLEHNAMM, COAEPHKALLMMMN OCKOPONAEHUSA, arpeccuto, 3anyrMBaHue;
XY/IMraHCTBO; colMaibHoe BOMKOTMPOBaAHNE C NOMOLLbIO PAa3INYHbIX MUHTEPHET-CEPBUCOB.

OcHogHble cosembl 1o bopwvbe ¢ KubepbynnuHaom:

He 6pocaitcs B 60it. Jlyywimin cnocob: NocoBeTOBATLCA Kak cebst BECTU U, €C/IN HET TOF0, K KOMY MOXKHO
06paTUTbCA, TO BHaYaae YyCNOKoUTbCA. Ecn Tbl HauHellb 0TBeYaTb OCKOPHAEHUAMKN Ha OCKOPBAEHMA, TO TONBKO eLle
60/blle PasoXxKellb KOHGAMKT;

Ynpasnai cBoei KMbeppenyTtauuen;
AHOHMMHOCTb B €T MHMMaA. CyLLLecTBYOT CNOCOObI BbIACHUTb, KTO CTOWUT 32 aHOHUMHbIM aKKayHTOM;

He cTouT BecTn xynuraHckuii o06pas BUPTYanbHOW XU3HWU. UHTepHEeT PuKcnpyeT Bce TBOU AEUCTBUA U COXPaHAET
ux. Yaanute ux byaet KpaiHe 3aTpygHUTENbBHO;

Cobntopaii CBOW BUPTYaNbHYIO YECTb CMOJIOAY;

UrHopupyi eanHUYHLIN HeraTue. OAHOPa30Bble OCKOPOUTEsIbHbIE COOBLLEHMA Nydlle UTHOPMPOBaTb. O6bIYHO
arpeccus NpeKkpaLLaeTca Ha HauyanbHOW CTagnu;

baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMM COOBLLEHUAMM, B COLMA/bHBIX CETAX €CTb BO3MOMKHOCTb
6710KMPOBKM OTNPABKM COOBLLEHMI C ONpeaeneHHbIX aapecos;

Ecnu Tbl cBUAETEND KM6ep6yﬂﬂMHl’a. Teoun AEVICTBMHI BbICTYNMUTb NPOTUB NpecnenoBartesia, NoKa3aTtb emy, 4To ero
AEﬁCTBMH OUEHNBAKOTCA HEMATUBHO, NOAAEPHKATb XKEPTBY, KOTOpOI‘/JI HYXHa Ncnxosorn4yecCkaa nomollb, C006LLI,I/ITb
B3pOoC/sbiMm O d)aKTe arpeccmnBHOro nosegeHnA B ceTn.

MobunbHbili menedoH



CoBpemeHHble CMapTdOHbI U NAAHLETbI coaepKaT B cebe BnoHe B3poC/blit GYHKLMOHAA, U Tenepb OHU MOTYT
KOHKYPMPOBaTb CO CTaLlMOHAPHbIMKM KoMnbtoTepamn. OLHAKO, CpeacTB 3aLMTbl 418 NoA0OHbIX YCTPOCTB NOKa
o4yeHb Manio. TecTMpoBaHME M MOUCK YA3BUMOCTEN B HUX MPOUCXOOMUT HE TaK MHTEHCUBHO, KaK gna MK, To e camoe
KacaeTtca M MOBUIbHBIX NPUNoXKeHNn. CoBpeMeHHble MObUuAbHbIe 6pay3epbl y3Ke NPAKTUYECKN A40rHaAN HACTO/IbHble
aHasorn, ogHaKo paclumpeHme GyHKLMOHaNa BeYeT 3a Co060i 60bLIYIO CNOXKHOCTb M MEHbLUYHO 3aLUMLLEHHOCTD.
[aneko He Bce NPOM3BOAMTENN BbIMYCKAOT 06HOB/IEHWSA, 3aKPbIBAOWME KPUTUYECKME YA3BUMOCTU 418 CBOMX
YCTPOMCTB.

OcHogHble cosemol 014 6e3onacHocmu MmobusnbHo20 menegoHa:

Huuero He aBnaeTca no-Hactoawemy 6ecnaatHbiM. Byab ocToposkeH, Beab Koraa Tebe npegnaratot 6ecniatHbIn
KOHTEHT, B HEM MOTYT BbITb CKPbITbl KAKME-TO MaTHbIE YCAYIU;

[ymaii, npexxge yem otnpasuTb SMS, oTo nam Bnaeo. Tbl TOUHO 3HaeLWb, Fae OHW ByayT B KOHEYHOM UTOre?
HeobxoaMmo 06HOBIATL ONEPALMOHHYIO CUCTEMY TBOETO CMapTHOHa;
Ncnonb3yit aHTUBUPYCHbIE NPOrpammbl 418 MOBUAbHbLIX TenedoHoB;

He 3arpy:xait npunoxeHna oT HeM3BECTHOro UCTOYHUKA, Bellb OHM MOTYT COAEepP*KaTb BpeAOHOCHOe NporpammHoe
obecneyeHue;

Mocne Toro KakK Tbl BblAELWb C CalATa, rae BBOAM/ IMYHYIO MHGOPMaLMIO, 3aaM B HAaCTPOMKK Bpay3sepa 1 yganm
cookies;

Nepuoanyecku nposepm‘/'l Kakune nnatHble YCAYrn aktTuBnpoBaHbl Ha TBOEM HOMEPE;
,EI,aBaﬁ cBOM HOMepP MOBUNbHOTO Tene¢0Ha TOJZIbKO H04AM, KOTOPbIX Tbl 3HaelWb U KOMY A0BepAeLlb,

Bluetooth AONIKeEH 6bITb BbIK/TlOYEH, KOTr4a Tbl UM HE NOJib3yelbCA. He 3a6biBali MHOTAa NpoBepPATb 3TO.

Online uzpebl

CoBpemeHHble OHAANH-UTPbl — 3TO KPAaCOYHbIe, 3aXBaTbiBatoLLMe pa3BiedYeHns, 06 beAMHAIOWME COTHU ThICAY
YyesIoBEK N0 BCEMY MUPY. MIFPOKM NCCaeaytoT AaHHbIM MM MUP, 06LWAI0TCA APYF C APYIOM, BbINOAHAIOT 3a4aHuA,
CParKaloTCA C MOHCTPAMM M NOJIYYAIOT ONbIT. 33 YA,0BONLCTBME OHM NAATAT: NOKYNAOT AUCK, ONAAUMBAIOT abOHEMEHT
WU NPUOBPETAIOT KaKMe-TO ONUUM.

Bce 3T cpeacTBa MAYT Ha NOALEpKaHUe M Pa3BUTME UMPbl, @ TaKXKe Ha camy 6e30MacHOCTb: COBEPLUEHCTBYHOTCA
CUCTEMbI aBTOPU3aLLMM, BbINYCKAOTCA HOBblE NaTym (UMPPOBbIE 3aNaaTKM AN NPOrPamMM), 3aKpblBatOTCA YA3BUMOCTH
cepeepoB. B Nogo6HbIX Urpax CTOMT 0NacaTbCA He CTO/IbKO CBOMX CONEPHUKOB, CKOJ/IbKO KPaXku TBOETo Napons, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpPM3aL MM 6ONbLUIMHCTBA UTp.

OcHogHble cosembl Mo 6e3onacHoCMu Meoe20 U2po8020 AKKAyHMa:
Ecnv gpyroli Urpok BeseT cebs NAoXo nam co3gaeT Tebe HeNPUATHOCTU, 3a6JI0KMPYI ero B CNMCKE UTPOKOB;

I'Iomanyﬁcn AAMUHUCTPATOPAM UTPbl Ha NJIOXOE noBeaeHne 3TOro UrpokKa, KenateZibHO NPUNOKNUTb Kakne-To
AOKa3aTtesibCTBa B BUAE CKPUHOB;

He yKasbiBai MyHyto MHGopmaumio B npodaine urpbl;



YBaKait A4pyrnx y4acTHUKOB MO UTPE;
He ycTaHaBAuBal HeopuuManbHble NaTyu U MOAbI;
Mcnonb3ayii CNoXKHbIE M PasHble Naposv;

[axe Bo BpemA Urpbl HE CTOUT OTK/1KOYATb aHTUBUPYC. MNoka Tbl urpaeLlb, TBOWM KOMMNbKOTEP MOTYT 3apPa3unThb.

duwuHe unu Kpax<a sIU4YHbIX OaHHbIX

Ob6bI4HOM Kparkelt AeHer N AOKYMEHTOB CErogHA YKe HUKOro He yanBufilb, HO ¢ pa3BUTUEM UHTEPHET-
TEXHOIOTUI 3N10YMbILLINEHHUKN NEPEMECTUANCH B UHTEPHET, U MPOAO/IKAOT 3aHUMATBLCA «H06MMbIM» Aenom. Tak
NoABM/IaCb HOBAA YrPo3a: MHTEPHET-MOLIEHHNYECTBA UAN GULLKNHT, TN1aBHAA LLe/ib KOTOPOTo COCTOMT B NOAYYEHUMU
KOHOMAEHLUMAbHbIX AAHHbIX NONb30BaTee — IOTMHOB U Naposieit. Ha aHrnimckom asbike phishing untaerca kak
duwmHr (ot fishing — pbibHas nosnas, password — naposb).

OcHoeHble cosembl no 6opbbe ¢ puwiuHzom:

Cnepm 3a cBoum aKKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa 6bina B3/10MaHa, TO HEO6XOAMMO
336I'IOKVIpOBaTb een C006LLI,MTb AOMUHUCTPATOPAM pecypca 06 3TOM Kak MOKHO CKopeeg,

V|CI'IOJ'Ib3yVI 6esonacHble BEG-CaVITbI, B TOM Yncne, UHTeEPHET-MarasanHoOB U NONCKOBbLIX CUCTEM;

Mcnonb3ayit cnoskHble 1 pasHble napoaun. Takum obpasom, eciv Teba B3/1I0MatOT, TO 3/10YMbILLIEHHUKN NoydaT
[O0CTYN TO/bKO K 0AHOMY TBOEMY NPOodUIIo B CETU, @ HE KO BCEM;

Ecnn Tebs B3nomanm, To HEOH6X0AUMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A0baBneHbl y Tebs B
ApYy3bAX, 0 TOM, YTO TeBA B3IOMaNN 1, BOSMOKHO, OT TBOEro MMeHW ByaeT paccblNaTbCsA CNam U CCbIIKU Ha
OULINHTOBbIE CaNThI;

YcTaHoBM HageKHbi naposb (PIN) Ha MOBUAbHLIN TenedoH;
OTK/l0YM coxpaHeHWe Napona B bpaysepe;

He oTKpbiBaii ¢aiinibl U gpyrue BAOXKEHUA B MUCbMaX AaXKe €C/IM OHWU MPULLM OT TBOMX APYy3eN. Jlydlle yTOUHN Yy
HWX, OTMPABAAJN N OHW Tebe 3Tn dalnbl;

Ludgppoeasa penymayus

Uundposan penytauma - 3To HeraTMBHaA UAU NO3UTUBHAA MHOpPMaLMsA B ceTn o Tebe. KomnpomeTupyiowas
MHPOPMaLMA pasMeLLLEeHHan B MHTEPHETE MOMKET Cepbe3HbiM 06pa3omM OTPasUTLCA HA TBOEWN PEasibHOM KU3HU.
«UndpoBsas penyTtauma» - 3To TBOW UMUK, KOTOpPbIV popmupyeTca u3 nHbopmaumm o Tebe B MHTepHeTe. TBoe
MEeCTO KUTENbCTBA, y4ebbl, TBOe GMHAHCOBOE NOJI0XKEHME, 0COBEHHOCTM XapaKTepa U pacckasbl 0 6M3KMX — BCe 3TO
HaKan/MBaeTca B CETU.

MHorve noApOCTKN NErKOMbICNIEHHO OTHOCATCA K Ny6AMKaLUKM ANYHOW MHPOPMaUuK B MHTepHeTe, He MoHMMan
BO3MOMKHbIX NMOCNeACTBUIA. Tbl faXKe HE CMOMKeLb A0rafaTbCa 0 TOM, YTo poTorpadusa, pasmeLleHHas 5 neT Hasag,
CTana NPUYMHOMN OTKasa NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmelleHne TBomx poTtorpaduin n gpyrue AeNCTBMA MOTYT HE MCYE3HYTb Aarke Nocae Toro, Kak
Tbl UX yAanULWb. Tbl He 3HaeLWb, KTO COXpaHWA 3Ty MHGOPMALMIO, MoMnaaa N OHa B MOMCKOBbIE CUCTEMbI U



COXpaHMNacb 1M OHa, a FNaBHOE: YTO NOAYMALOT O Tebe OKpyXKatolLee NoAn, KOTopble HalnAayT U yBMAAT 3T0. Haitn
MHOOPMALMIO MHOTO JIET CNYCTA CMOXKET II060M — KaK 13 A06pbIX NOBYKAEHUN, TaK U C HAMEPEHUEM MPUYMHUTD
BpeAd. ITO MOKeT 6bITb KTO YrogHo.

OcHOBHble COBETbI MO 3aLLMTE LMPPOBON penyTaLmm:
Moaymai, npexae 4em YTo-To Ny6/IMKOBATL M NepeaaBaTb y cebs B 610re nam B coumanbHol cetu;

B HacTpoiKax Nnpoduasa yCTaHOBU OrpaHUYeHMA Ha NPOCMOTP TBOEro NPodUAsA U ero COAEPKUMOTO, CAeNal ero
TONIbKO « /1A Apy3en»;

He pasmelLait 1 He yKa3sbiBali HGOPMALMIO, KOTOPAA MOMKET KOro-1Mb0o 0CKop6AATb UM 0bUKaTb.

Asmopckoe npaso

CoBpemeHHble LWKONbHUKN— aKTUBHblE NOAb30BaTeNnu LUMdpoBoro npoctpaHcTea. OAHaKO AaNeKo He BCe 3HaloT,
YTO MNONb30BaHNE MHOTMMW BO3MOXHOCTAMM LMPOBOro Mmnpa TpebyeT cobatofeHUs Npas Ha MHTEANEKTYaAbHYIO
cobCTBEHHOCTb.

TepMUH «MHTeNNeKTyalbHaA cCOBCTBEHHOCTb» OTHOCUTCA K PA3/IMYHbIM TBOPEHUAM YE/0BEYECKOIo YMa, HaunHas
C HOBbIX N306peTEHNI 1 3HAKOB, 0603HaYaIOLLMX COBCTBEHHOCTb Ha MPOAYKTbI U YCAYTU , N 3aKaHYMBAA KHUTaMu,
doTorpadusamm, KNHOPUAbMAMKU U My3blKasIbHbIMU MPON3BEAEHUAMM.

ABTOpCKMe npaBa — 3TO NpaBa Ha MHTENNEKTya IbHYt0 CO6CTBEHHOCTb Ha MPOM3BEAEHMA HaYKK, ANTEPATYPbLI 1
MCKycCTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTMM TOTO, YTO MHTE/IEKTYa bHbINA/TBOPUYECKUI TPYA,
aBTopa He byaeT HanpacHbIM, AaCT eMy ClpaBeaNnBble BO3MOXHOCTU 3apaboTaTb Ha pesy/ibTaTax CBOEro TpyAa,
NOJIYYNTb M3BECTHOCTb U NPU3HaHMe. HNKTo 6e3 paspelleHuns aBTopa He MOKET BOCNPOU3BOAUTb ero
npoussBeaeHne, pacnpocTpaHaATb, Ny6MYHO 4eMOHCTPMPOBATh, NPoAaBaTbh, UMNOPTUPOBATb, MyCKaTb B MPOKaT,
Ny6/IMYHO UCNOHATL, MOKa3blBaTb/UCMONHATL B 3dMpe uan pa3mewiatb B MHTepHeTe.

Ncnonb3oBaHMe «MMPATCKOro» NPOrpaMmHOro obecneyeHmnsa MOMKET NPMBECTU K MHOTMM PUCKAM: OT NoTepu
AaHHbIX K TBOMM aKKayHTam 40 6/J10KMPOBKM TBOErO YCTPOMCTBA, FAe YCTaHOBNEHHbIM He fieraibHas nporpamma. He
CTOMT TaK¥Ke 3abblBaTb, YTO CYLLLECTBYET SierasbHble U 6ecnaaTHble NPOrpammbl, KOTOPbIE MOXHO HANTK B CETMU.



